dbWatch

Control Center

Customizable Reports at

the Click of a Button

Detailed Reports
Generate detailed, customizable reports
with ease, highlighting non-compliant
instances.

Reusable Insights
Provides valuable insights into the
security state of your databases, simplify-
ing the compilation of security standard
documents.

Efficiency in Reporting
Once configured, reporting becomes
quick and straightforward, eliminating
manual compilation errors and saving
time.

Customizable to Fit Your
Chosen Security Standard

Tailor Compliance Checks
Adapt the compliance checks to meet
specific requirements of your chosen
security standard, such as CIS, ISO, etc.

This chapter contains information about configuration deviations collected by the "Security and Compliance” madule

which s installed and configured on the MS SQL Server instance.
1.1. Deviations

This table lists various configuration deviations for MS SQL Server instance.

Job. Details Status
CLR Enabled CLRuser ) O user-cef WARNING

WARNING
Stancard ports Nt p 1433 (17) WARNING
Disabled sa account Log WARNING
2 1 sing Users: [test_db_cont]Carlo] WARNING
edenta

L we

-08-14. 14

months to “Support end date” (2025-01-07). 7 ye

“Extences support end cate" (2030-01-08).

The graph below illustrates non-compliance history detected by all Security and Compliance jobs.
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Simplifies

Compliance Work

Reduces Manual Effort
Minimizes the manual effort required to
ensure compliance.

Centralized Policy Management
Create and manage policies, then apply
them across all your instances.

Company-wide Consistency
Ensure uniform application of company
policies across all database instances.

Continuous Monitoring of
Compliance

Real-time Monitoring
Continuously monitor your instances for
security and compliance issues, providing
real-time insights and alerts.

Rule and Exception Management
Keep track of exceptions to your rules
and statistics on exceptions over time.

Prioritization Insights
Comprehensive dashboards offer a
holistic view of your security and
compliance status, helping you prioritize
actions effectively.
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2.3. Non-compliance Trend Analysis

55253 AM 525

Password policy Nov7,2023 55218 AM

Remote access T3514PM 035%** Nov7,2023120014AM  Remote access s enabled

Renamed sa account 10:44:49 PM a6re 4478 PM Default login account *sa* s not renamed.

Standard ports T4 PM n@er 4178 PM Not permitted port: 1433, Ports in use: 1433 (27).

Windows BUILTIN groups 54755 AM 475%* Nov7,202354718 AM  1Windows BUILTIN groupls) i/are created as SQL Loginls). Login(s): [BUILTIN\U..
Ad Hoc Distributed Queries 113014 PM 030+ Nov7,2023120014AM  Distributed queries are disabled.

Auto close database 104550 PM Lo 4518 PM 2 contained database(s) checked. 0 database(s) with auto close on

Chaining is disabled
disabled
compatibility level.

Jinsonly” (value 2) is se.

aemon Launcher (MSSQLSERVER) service runnig under "NT

1sers with CONNECT permission.

3ins only” (value 2) s set.
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2login(g) with CHECK_POLICY option set to "OFF". Login(s): [dbw_test], [dbw._test.



